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Investigation

Process Hacker

Great tool for monitoring the system and detecting suspicious situations. It’s
also free.

1™ Process Hacker [DESKTOP-H4504)%Gunal]

CPU Usage: 4.18%

Physical memory: 17,62 GB (55.30%) Processes: 378
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Hacker View Tools Users Help
“Z Refresh 3 Options | &8 Find handles or DLLs 244 System information | [ X
Processes  Services Metwork  Disk
Mame PID  CPU IOtotal... Privateb... User name Description
)Q Code.exe 20036 23921 MB  DESKTOP-H45041%4Guni  Visual Studie Code
)(! Code.exe 18512 13,52 MB  DESKTOP-H4504)%\Gun:  Visual Studic Code
)<§ Code.exe 19280 261,71 MB  DESKTOP-H450418\Gun:  Visual Studie Code
v 3 Code.exe 17588 178,3MB  DESKTOP-H45041%\Guni  Visual Studic Code
o] Code.exe 9388 8518MB  DESKTOP-H4504)8Gun:  Visual Studio Code
ﬂl Code.exe 13536 18,53 MB  DESKTOP-H4504)%\Guni  Visual Studic Code
v % Code.exe 14760 49,74 MB  DESKTOP-H4504)%\Guni  Visual Studic Code
ﬂl Code.exe 1544 19,76 MEB  DESKTOP-H4504%Gun:  Visual Studie Code
)QJ Code.exe 16528 21,7TMB  DESKTOP-H4504%Gum:  Visual Studio Code
w ) CodeSetup-stable-89.. 13468 TOEME DESKTOP-H4504%Gun:  Visual Studio Code Setup
:'C!J CodeSetup-stable... 17382 2221MB DESKTOP-H4504)8\Gun:  Setup/Uninstall
v o Zoom.exe 15648 0,12 1,03 kB/s  131,18MEBE  DESKTOP-H4504)8\Gun:  Zoom Meetings
v o zCefAgent.exe 23048 1524 MB DESKTOP-H4504)%\Gun: Zoom
k) zCefAgent.exe 24040 12946 MB DESKTOP-H450415\Guni Zoom
! ZCefAgent.exe 20304 T,7MB DESKTOP-H4504)%.Guni Zoom
e ZCefAgent.exe 23860 12,14 MB  DESKTOP-H4SOMSGuni Zoom
e zCefAgent.exe 18144 13,46 MB  DESKTOP-H4S04)%Guni  Zoom
I zCefAgent.exe 22436 4399 MEB  DESKTOP-H4504)%Gun Zoom
= Zoom.exe 249352 0,10 18546 MB  DESKTOP-H4S04%.Guni  Zoom Meetings
L] rundll32.exe 22312 1,93 MB DESKTOP-H4S0M%Guni  Windows host process (Rundil...
I._‘i’ notepad++ exe 23312 16 MB  DESKTOP-H45041%\Guni  MNotepad++ : a free (GPL) sour...
Q Telegram.exe 11404 3472MEB  DESKTOP-H45041%.Guni  Telegram Desktop
/™ ProcessHacker.exe 27216 0,21 30,88 MB DESKTOP-H4504)8\Guni Process Hacker
~ I chrome.exe 1436 0,11 8096 kB/s 431,08 MB DESKTOP-H45041%.Guni Google Chrome
€ chrome.exe 1696 233MB  DESKTOP-H4504)%Guni  Google Chrome
€ chrome.exe 5288 0,03 1591 kB/s 1,34 GB DESKTOP-H4504)%.Guni  Google Chrome
€ chrome.exe 5368 0,07 9399kB/s 10657 MB DESKTOP-H4504)%.Guni Google Chrome
€ chrome.exe 11912 7.86kB/s 1084 MB DESKTOP-H4504)%.Guni  Google Chrome
@ chrome.exe 3428 441 kB/s 283 99MB DESKTOP-H4504%Guni  Google Chrome
€ chrome.exe 2212 002 278,27 MB  DESKTOP-H4504)%\Guni  Google Chrome
€ chrome.exe 3368 33446 MEB  DESKTOP-H4504%.Guni  Google Chrome
€ chrome.exe 3376 3525MEB DESKTOP-H4504%.Guni  Google Chrome
€ chrome.exe 3364 8,35MB DESKTOP-H4504%Gun: Google Chrome
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Innestigation

BrowsingHistoryView

It gives you the history of different browsers in one table.

% BrowsingHistory¥iew I ]
File Edit Mew Options Help

ECFEREEEE

URL | Title | wisit Time = | wisit Count | web browser | User Pri =
&9 hittp: ) lespngo.com) E3PM; The Worldwide Lea,..  19/03/12 13:45:34 1 Safari Administ™
&9 htkp: ) henene, apple, comy'sk, .. Apple - Skark 19/03/12 13:45:12 z Safari Adminis!
:@http:,l',l'www.gmgle.mm 19/05/12 13:44:01 43 Internet Explorer  Adminis!
:@http:,l',l'www.gmgle.mm 19/05/12 13:44:01 4z Internet Explorer  Adminis!
- zhttps:/faccounts.google....  Gmail: Email From Google 19/05/12 13 Z 1 Chraome Adminis
»?fhttps:,l',l'mail.gu:u:ugle.u:u:um,l'... amail; Email From Google 19/03/12 13:42:52 1 Chrome Adminis!
Ehttps:,l’,l’www.gmail.cu:um,l’ amail; Email From Google 19/03/12 13:42:52 1 Chrome Adminisl
Ehttp:,l’,l’www.gmail.cu:um,l’ amail; Email From Google 19/03/12 13:42:52 1 Chrome Adminis!
E‘ hikkpe v Facebook, comf  WWelcome to Facebook - L., 19/05/12 13:42:39 1 Chrome Adminisl
& htkp: f fvvw windowsmedi, .. Windows Media Guide | H..,  19/08/1Z2 13:42:23 4 Firefox Adminis!
& hetp: v windowsmedi. 19/03/12 13:42:22 4 Firefox Adminisl
& hetp: v windowsmedi. 19/03/12 13:42:22 5 Firefox Adminis -
q P

|??2? itemnis), 1 Selected | HirSoft Freeware. hitp:iwww.nirsoft.net v
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Investigation

FullEventLogView

It displays all event logs in a table, which helps to decrease the investigation
time.

2! FullEventLogView EI@

File Edit View Options Help
IERRH=aa8

Event Time Reco.. EventID Level Channel Provider Description o
1)9/5/2016 4:05:4... 7183 1003 Information  Application Microsoft-Windows-5Search The Windows Sear
AJg/5/2006 4:05:4... 20498 14206 Information  System Microsoft-Windows-WMPNS...  Media server "WIN
AJo/5/2016 4:05:4... 29501 7036 Information  Systemn Service Control Manager The Windows Mec
AJo/5/2006 4:05:4... 29500 7036 Information  System Service Control Manager The Metwork Conr
da/5/2016 4:05:4... 7182 302 Information  Application ESEMT Windows (2708) W
da/5/2016 4:05:4... 7181 301 Information  Application ESEMT Windows (2708) W
d)9/5/2016 4:05:4... 20497 14204 Information  System Microsoft-Windows-WMPNS...  Service "WMPMetw
i)9/5/2016 4:05:4.., 179 102 Information  Application ESENT Windows (2708) W
Information  Application
dg/5/2016 4:05:3... 678 22 Information  Microsoft-Wind...  Microsoft-Windows-Terminal... Remote Desktop 5
.i.al’q{'i.-'?ﬂ'lﬁ 4:05:3... 7177 4104 TInformation |.ﬂ\r1r||ira1'inr1 Micrnsnft-Windmws-Winloonn — Accessina Window ™~
‘< n }
Windows (2708) windows: The database engine is initiating recovery steps. -
669 item(s), 1 Selected HirSoft Freeware. httpiiwww.nirsoft.net
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ChecRing Reputation

VirusTotal

You can both IP and hash search on VT database. and find relationships about
suspicious IP/files

> | VIRUSTOTAL

Analyze suspicious files, domains, IPs and URLs to detect maklware and
other breaches, automatically share them with the security community

FILE URL SEARCH

Choose file
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ChecRing Reputation

Abuse IPDb

You can check if the IP address has been reported before. Let’s say you found a
suspicious IP address on your firewall logs and want to ensure is IP address
did something bad before.

&) AbuselPDB

AbuselPDB » 218.204.70.179

Check an IP Address, Domain Name, or Subnet

e.g. 91.93.224.197, microsoft.com, or 5.188.10.0/24

218.204.70.179 was found in our database! statistics. ¥

This IP was reported 2,734 times. Confidence of Abuse is 100%: hipping in

I15P China Mobile Communications Corporation
Usage Type

Domain Name  chinamobileltd com

Country Bl China
City Jiujiang, Jiangxi
nepomrzwaserosrs [ wwoiszieaoanonrs
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ChecRing Reputation

Cisco Talos

You can search by IP, domain, or network owner for real-time threat data.

LOCATION DATA REPUTATION DETAILS

EMAIL REPUTATION

OWNER DETAILS

LAST MONTH
EMAIL VOLUME
VOLUME CHANGE

SPAM LEWEL

NETWORK OWNER china mobile
©  SubemitaWeb & Email Reputation Ticket
CONTEMT DETAILS
COMTENT CATEGORY .BLDL"I" LISTS
TALOS SECURITY INTELLIGENCE BLOCK LIST
ADDED TO THE BLOD T
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Online Sandbox

AnyRun

This is an interactive malware analysis platform. Very useful for finding
command and control addresses of malware and understanding the purpose.
You can use it with the free version.
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Online Sandbox

Hybrid-Analysis

It provides an analysis report with Falcon Sandbox and Hybrid Analysis
technology.
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Online Sandbox

urlscan
If you specifically want to scan URL addresses, it’s useful tool for you.

urlscanic  fHome Qsearch #ive AP #Blog MDos @ pricing L Login SecilrityTralls

urlscan.io

andbox for the web

Recent scans

B URL Age Size & IPs | &
11 seconds 318 KB 4 Al —
14 seconds ' 470KEB as
14 seconds 676 KB 11 4 W

o 2/v1 ? ! ] ¢ } 16 seconds 2MB 23 3 1] =
17 seconds & 2MEB 11 2 E

o 18 seconds ] 2MB 3 as
19 seconds 7KB -
19 seconds 2MB 4 I 2=
22 seconds TEBKE  : 10 5 .
22 seconds ' B12KB 5 -
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MXToolBox

During the phishing campaign analysis, it would be helpful for spoofing
analysis. You can compare the SMTP addresses.

—
" TOOLBOX®
bt ot

SuperTool Beta?

Pref Hostname IP Address TTL
1
1
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Koodous

Provides malicious APK data

i

]

https://koodous.com
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Other X

pvthon-oletools

It helps to analyze the Microsoft OLE2 files (Office documents, Outlook
messages, etc.)

% oledir 41aB84ee95lec7efaltdclécThaaafeb8e6dibcesbdoee2deabs5236197ebib3za.bin
oledir ©@.82 - http://decalage.info/pythonfoletools

OLE directory entries in file 41aB4ee95lec7efa36dclécTOaaaf6b8eédibcegbdo862deab
5236197eb3b32a.bin:

| <Used>|Root |Root Entry

|unused | Empty |

| <Used>|5tream |WordDocument

| <Used>|S5tream |\x@855ummaryInformation|2
| <Used=|5tream |\x@85DocumentSummaryInf]|-
| | |ormation

| <Used=|Stream |1Table

|unused |[Empty |
|unused |Empty |
|unused | Empty |
|unused | Empty |
|unused |Empty |
|unused |Empty |
|unused |Empty |
| =Used=|Stream |
|unused |Empty |
|unused | Empty |

\x81Comp0bj

$ oledir 6780af202bf7534fd7fcfc3TaasTe5a998e188cade5e22cbeans8c73fad3itaz. bin
oledir ©.82 - http://decalage.info/pythonjoletools

JLeft |Right|Child|1st Sect|Size

| <Used>|Root

| <Used=>|5tream
| <Used>|Stream
| <Used=|Stream
| <Used>|Stream
| |

| =Used=>|S5torag
| <Used=>|Storag
| <Used>|strea

| <Used>|Stream
| <Used=|5tream
| <Used=|Stream
| <Used>|Stream
| <Used=|5tream
| <Used>|Stream
|unused |Empty

|unused |Empty

|Root Entry
|1Table
|WordDocument

| \x@55ummaryInformation|2
| \x@85DocumentSummaryInf| -

|ormation

= |Macros

| VBA

| ThisDocument
| Modulel

| _VBA_PROJECT
|dir

| PROJECTwWm

| PROJECT

| \x81Comp0bj
|

|

|
1
I.
|8
|18

| 2496
| 7894
| 4096
| 4896
| 4696
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